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Abstract—As cloud computing and mobile work blur tradi-
tional network boundaries, security measures like static firewalls
and signature-based systems are becoming inadequate. Audit logs
contain fine-grained OS-level information, but due to their vast
volume and the complex relationships between entities, processing
and analyzing them remains a significant challenge.

In this paper, we introduce MPKAN, a new method for
detecting APT attacks, which enhances the information input of
nodes and edges, integrates node-level and edge-level information,
and improves graph-level semantics. It uses meta-path random
walks to enhance semantic connections between nodes, merges
multiple edges in the provenance graph into a single edge
while retaining the original edge information and operation
sequence relationships, and by associating heterogeneous graph
neighbors, utilizing the message passing mechanism to iteratively
update states based on neighbor node information, and using
a knowledge association network to integrate node-level and
edge-level information, we can effectively capture local and
global structural information in the graph. MPKAN’s evaluations
on the ATLAS and Darpa datasets demonstrate its excellent
performance in complex attack scenarios, achieving an average
accuracy of 0.9899 and an F1 score of 0.9853, confirming its
effectiveness and efficiency.

Index Terms—APT attack detection, Audit logs, meta-paths.

I. INTRODUCTION

As network attack and defense technologies continue to
evolve, Advanced Persistent Threats (APTs) have become
a significant threat in the modern cyberspace [1] [2]. APT
attacks are characterized by their stealth and persistence, as
attackers conduct thorough reconnaissance and intelligence
gathering on their targets in the early stages. They employ
sophisticated technical strategies and social engineering tac-
tics, including but not limited to zero-day [3] exploitations,
custom malware, and advanced stealth techniques, to penetrate
the cybersecurity defenses of target organizations.

Traditional network perimeter defense methods are no
longer effective. Conventional network perimeter defense tech-
niques, such as static firewall rules, signature-based intru-
sion detection systems, and perimeter defense devices, have
gradually shown their limitations [4]. Additionally, with the
rise of cloud computing and mobile workforces, network
boundaries have become increasingly blurred, rendering tradi-
tional network boundary-based security strategies inadequate
for adapting to this dynamic environment. Therefore, con-
ducting behavioral analysis at a deeper data level enables the
identification of more potential threats.

979-8-3315-1305-4/25/$31.00 ©2025 IEEE

Using audit logs for fine-grained behavioral analysis can
uncover more potential attacks [5] [6] [7]. Compared to other
types of logs, audit logs record information at the operating
system level and typically include key details such as times-
tamps, user identities, actions performed, and the outcomes
of those actions. This provides a solid foundation for post-
incident investigations and forensics. Therefore, using audit
logs in attack investigations allows for more effective detection
of abnormal behavior, understanding of attackers’ methods,
and reconstruction of the complete attack chain.

Current research methods overlook the complex behaviors
between entities. To explore the relationships between entities
in audit logs, including processes, files, and networks—most
researchers choose to construct provenance graphs (PG) to
represent these connections. Since audit logs contain numerous
basic operations, such as open and read, researchers often
simplify the graph construction by retaining only the first
occurrence of an operation event as the edge to reduce the
complexity of the edges. While this approach simplifies the
graph construction, it results in a significant loss of semantics.

In this paper, to address the issues mentioned above, we
propose MPKAN, a detection method specifically designed
for APT attacks. Our method strengthens semantic connections
when learning node features by using meta-path random walks
as the node traversal method, deepening the association of
nodes of the same type in the heterogeneous graph. It enhances
the semantic information of edges in the provenance graph by
retaining multiple operation events between two entities and
organizing them into an operation sequence. This enriches the
attributes of the edges without increasing the number of edges.
And MPKAN enhances the capture of complex behaviors in
graph structures by passing messages among neighbor nodes to
iteratively update node states, and by integrating knowledge to
effectively associate node and edge information from multiple
dimensions, thereby further improving detection accuracy. The
main contributions of this paper are as follows:

o« We propose a new APT attack detection method that
focuses on the operation sequence between entities in
the provenance graph. This method models by integrating
node and edge information from heterogeneous graphs.

o This method uses message passing mechanisms and
knowledge fusion, It can captures local features in the
graph effectively.

o We evaluate MPKAN on five datasets, demonstrating high
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accuracy and F1 scores. The ATLAS dataset includes four
attack datasets, with an average accuracy of 1.000 and F1
score of 0.9840. The DARPA dataset includes multiple
attack scenarios, with an average accuracy of 0.9899 and
F1 score of 0.9853.

II. BACKGROUND & MOTIVATION
A. Related Work

Some existing research converts audit logs into graph form
for analysis to effectively discover hidden patterns and detect
security threats [8] [9] [5]. In these methods, information from
audit logs, such as user activities, system events, and network
interactions, is represented as nodes and edges in a graph [10]
[11]. Nodes represent entities like users, files, and processes,
while edges represent interactions or events between these
entities [5] [8]. For example, Watson [12] utilizes knowledge
graphs, extracting sequences of audit events into triplets that
form a sequence. These sequences serve as behavior examples,
using graph embedding techniques for behavior summarization
and semantic aggregation. Researchers can apply advanced
graph theory algorithms and machine learning techniques to
more efficiently identify anomalies and potential threats.

Some methods use sequence learning to capture complex
relationships in audit logs, aiming to identify behavior patterns
in the system and potential security threats. These methods
often employ advanced sequence analysis techniques, such as
deep learning. For instance, Airtag [13] treats log texts as
sequence data and utilizes unsupervised learning techniques
to directly train deep learning models on these texts. This
approach avoids the time-consuming and error-prone process
of causal graph generation and manual data labeling found
in traditional methods. Sequence learning improves detection
efficiency and enhances the ability to predict attack behaviors
by extracting key temporal patterns from complex data.

B. Motivation

The provenance graph is not a fully connected graph;
it consists of multiple subgraphs. The entities within the
provenance graph involve numerous basic operations, which
bring rich semantics, but the vast amount of data also presents
challenges for research and analysis.

Different processes may have similar functions. For ex-
ample, in the association between processes and files, as
illustrated in Fig. 1(a), the file object /dev/glz_alsa_675 is
accessed by multiple processes A, B, C, and D in sequence.
These processes are all generated by fluxbox and represent
Sfluxbox process entities in different states. It is evident that
these processes are strongly related, indicating that similar
operations were performed at different times.

The edges carry rich semantics. Each of these operations, as
shown in Fig. 1(b), such as open, read, and write, constitutes
an edge in the provenance graph. These sequential basic
operations, such as open (a necessary prerequisite for read
and write), read, and write, collectively form several specific
operations.
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Fig. 1: Motivation Example
III. METHODOLOGY

As shown in Fig. 2, MPKAN consists of four main mod-
ules: graph construction, node feature extraction, edge feature
extraction, and the MPKAN model.

A. Graph Construction

TABLE I: Element of Graph Construction

Src Dst Connection Relationship
Process  Clone/Fork
File Reaq, Open, Exe.:cute,
Process Modlfy_ﬁle_a}ttrlbutes
: Connect, Unlink,
Netflow  Send(Sendto, Sendmsg),

Recv(Recvfrom, Recvmsg)

We define the entitie and edge types as shown in Table I.
In the DARPA dataset, we unify the edge types of sendto and
sendmsg as send, and recvfrom and recvmsg as recv. For struc-
tural consistency, we unify the sock_send, connected_session,
connect, and connected_remote_ip in the ATLAS dataset as
connect, and execute, and executed as exec.

B. Node Feature Extraction

In heterogeneous graphs, nodes include processes, networks,
files, and edges represent operations between these entities.
Due to the diversity of node types, it is necessary to guide
the random walk process with specific path patterns to ef-
fectively capture semantic relationships between nodes. MP-
KAN defines meta-path-guided random walks to obtain node
sequences and uses Word2Vec [14] to extract node features.
Meta-Path Extraction. To make the relationships between
edges of different categories clearer, we use meta-path random
walks as the method for path extraction [15]. By guiding
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Fig. 2: Overview of MPKAN

The equations h!, = o(W - concat(h,,m,) + b) in Section IV expresses the procedure of updating a node in MPKAN by
integrating information from its neighbors, where o is the activation function, W is the weight matrix, and b is the bias, h/ is
updated to new embeddings that combine its own features with those of its neighbors from h,,, m, represents the message

received by node v from other nodes.

TABLE II: Meta-Path Definition

Metapath Description
process—process A process calls another process
process—file<—process Two processes operate one file
file<—process—file Two files are operated by one process

process—network<—process Two processes connect to one network
network<—process—network Two networks are connected by one process

the walks according to predefined meta-paths, we can focus
particularly on important, semantically related nodes, thereby
helping the model understand the relationships between be-
haviors and entities. This approach also better preserves the
type characteristics of nodes and the topological structure of
the network, making it more suitable for subsequent feature
representation. We define five categories of meta-paths, as
shown in Table II.

We establish a bidirectional graph to ensure connectivity

between nodes. We filter out the neighbor directions that match
the current relationship type for traversal and remove the paths
that have already been traversed to ensure the validity of the
traversal sequence.
Word2Vec. We choose Word2Vec to generate node embed-
dings. After extracting random sequences by using meta-
paths, we use Skip-gram as the algorithm for generating node
embeddings. The objective of the Skip-gram model is to
predict the context from the target word. For a given sequence
of words, the model takes each word as input and predicts
its surrounding context words. The Skip-gram model can be
represented by the following probabilistic model, where the
goal is to maximize the following function:

ro=11 1T 11

weC wicw —m<j<m,j#0

Pwiyjlwiz 6) (1)

where, C is the collection of all documents in the training
corpus, w is one document in C, w; is the target word in
document w, w;4; is the context word of the target word, m
is the size of the context window, and 6 is the model parameter.

Each conditional probability P(w,|w;; ) can be calculated
using the softmax function as follows:

exp(v!, vy,
P(wo|wi; 0) = VS 2)

St exp(v), v,
where v,, and v/, are the input and output vector representa-
tions of word w, and W is the size of the vocabulary.

By extracting sequences of defined types through meta-path
random walks and using Word2Vec to learn embeddings of
associated nodes, the representation of nodes in the contextual
semantics can be enhanced, while also deepening the features
of similar nodes.

C. Edge Feature Extraction

-
(=] <&

Fig. 3: Workflow of Merging Multiple Edges

In the provenance graph, each operation represents an edge,
as shown in Fig. 1(b), and there are multiple fine-grained
operations between different entities. These sequential fine-
grained operations carry rich semantics but can also lead to
an explosion in the graph’s complexity. To reduce the overall
complexity of the graph, we need to trim and compress the
edges. In this paper, we sort the operations between two
entities by time, as illustrated in Fig. 3. By merging the
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information from multiple edges between entities in the initial
provenance graph, a new compressed edge is generated, which
can better represent the relationship between the two entities.
We capture the first 32 operations between two entities
and arrange them in event order. If there are fewer than 32
operations, we pad the sequence with zeros at the end. We
apply L2 normalization to the resulting operation sequence.
L2 normalization scales the vector by dividing it by its L2
norm (i.e., its Euclidean length), making the vector’s length

equal to 1. The formula for L2 normalization is as follows:
For the vector * = [x1,22,...,%,), its L2-normalized
vector z’ is calculated as follows:
, x

= 3)

[l]]2

where ||z||2 is the L2 norm of x.
lalla = /a3 + a3+ +a2 @

Through the above operations, most of the interaction in-
formation between entities can be preserved. Considering the
repetition of many operations between entities, only the first
32 operations are retained. By applying L2 normalization, the
generated edge feature sequences can interact more effectively
with node features.

D. MPKAN

To capture complex dependencies between nodes and gen-
erate high-quality node embeddings, we draw inspiration from
the message passing mechanism in MPNN [16]. MPKAN iter-
ates multiple rounds of message passing to gradually propagate
and aggregate information from neighboring nodes. Through
the process of node feature extraction described earlier, dif-
ferent message passing rules can be used to handle different
types of nodes and edges, thereby better capturing the complex
relationships in heterogeneous graphs. Considering that edge-
level information is also crucial in the graph, MPKAN uses
both node and edge information as input to build a more
comprehensive and multi-dimensional node representation,
leveraging the associative relationships provided by edges to
enhance the graph’s representation capabilities. Algorithm 1
illustrates the entire computation workflow of MPKAN.
where the specific computation process for the src node , dst
node, and the edge in the update phase are

h'/lL = O—(I/Vsrc : hgt) + bsrC)
Wy = 0 (Wag - b + bag) (5)
Z;U = U(Wedge * Zyw T bedge)

The computation process of feature combination is

heombined = Concatenate(h.,, bl 21 ) (6)

and the computation process of node embedding update is

}LS,HD - U(Wcomb . hcombined + bcomb) (7)

where Wpc, Wast, Weqge are the transformation matrices
for the source node, destination node, and edge. And

Algorithm 1 MPKAN Model

Require: G(V, E)
Ensure: Y,

1: function MPKAN(V, E)

2. Initialize H(®) from V

3: Initialize 7 from FE
. for each epoch do
5 for each edge(u,v) in E do
6 src_embeddings < HO)[u]
7: dst_embeddings « H()[v]
8
9

~

edge_embeddings < Z|[(u,v)]
transformed < K AN (embeddings)

10: concatenated < Concatenate(src, dst, edge)
11: HM ] «+ MessagePassing(concatenated®))
12: end for

13: HW < dropout(H™M))

14: end for

15: Readout

16: Y, < classifier(H™)

bsres bast, bedge are the bias terms for the respective transfor-
mations. And o is activation function, here is ReLU. W b
is the transformation matrix for combining features, and b.op
is the bias term for the combination.

Message Passing Mechanism. The message passing mecha-
nism typically involves three main steps: message generation,
message aggregation, and node state update. These steps are
repeated in each training iteration, with each round based on
the current state of all nodes in the graph. MPKAN learns local
context information through message passing mechanisms and
understands local structures and global patterns in the graph by
the information passing process between neighboring nodes.
Knowledge Association. Knowledge Association [17] is capa-
ble of flexibly handling complex graph structures, overcoming
some of the limitations of traditional MPNN. In MPNN, both
the Message Function and Update Function phases utilize
MLP (Multilayer Perceptron). MLP is a feedforward neural
network that consists of multiple fully connected layers. It
can process various types of data, but its method of processing
information is often straightforward, with each layer’s output
depending solely on the output of the previous layer. There-
fore, MLP may struggle to effectively capture the complex
topological structures and relationships within a graph, as it
lacks an inherent mechanism for handling graph-structured
data.

MPKAN is optimized for the characteristics of graph data. It
independently processes the information from each component
(sou node, dst node, and edge) and combines them before
the final output, allowing the network to capture complex
information from multiple aspects.

IV. EVALUATION

To evaluate the effectiveness of MPKAN, we seek answers
to the following questions:
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Q1: How does MPKAN perform in detecting various sce-
narios and datasets? (§1V. B)

Q2: What advantages does MPKAN have compared to other
methods? (§1V. C)

Q3: What are the effects of different levels of edge infor-
mation retention on the results? (§IV. D)

Q4: How much improvement does MPKAN offer in detec-
tion compared to MPNN? (§1V. D)

All experiments are conducted on a single host with 12th
Gen Intel(R) Core(TM) i7-12700K 3.60 GHz, 96 GB physical
memory. The OS is Ubuntu 20.04.6 LTS.

A. Dataset

TABLE III: Characteristics of Five Datasets

. Raw data Attack data
Dataset APT Campaign #Entity #Event #Entity #Event
S-1 Watering Hole 6569 20036 14 3637
S-2 Malvertising dominate 13847 70011 14 4248
S-3 Spam campaign 7867 27055 27 2729
S-4 Pony campaign 11752 28504 21 8406
Darpa Backdoor, Port Scan 25021 3227015 11317 2486136

We evaluate MPKAN on four single-host datasets from
Atlas [18] and the Darpa THEIA dataset [19]. Table III
summarizes these five datasets. This table outlines the key
attack characteristics of various APT strategies. These attack
scenarios encompass most mainstream APT attack methods,
thus which can reflect detection capabilities effectively.

B. Effectiveness Analysis

TABLE IV: Effectiveness Analysis

Additionally, in the mixed attack dataset from the Darpa
dataset, the performance remains consistently high, with the
accuracy reaching 0.9899 and the F1 score achieving 0.9853.
These metrics reflect the model’s ability to generalize well
across various attack types and datasets.

C. Comparative Analysis

TABLE V: Comparative Analysis on ATLAS

Method Precision Recall F-score
Graph-traversal 0.1782  1.0000 0.3026
Non-optimized causal graph 0.8758  0.4155 0.5636
Oversampling-only model 0.9785 0.7964 0.8781
One-hot encoding 0.9960 0.8075 0.8919
Support Vector Machine (SVM)  0.8712  0.9042 0.8874
ATLAS 0.9988  0.9989 0.9988

MPKAN 1.0000  0.9686 0.9840

TABLE VI: Comparative Analysis on DARPA

Method  Precision Recall F-score
Deeplog 0.1600  0.1400 0.1499
LogRobust  0.4240  0.3500 0.3849
LogGAN 0.3560  0.3300 0.0040
Log2Vec 0.6200  0.6600 0.6400
MPKAN 0.9983  0.9727 0.9853

Accuracy Precision Recall F-Score FPR FNR
S1 0.9931 1.0000  0.9677 0.9836 0.0000 0.0323
S2 1.0000 1.0000  1.0000 1.0000 0.0000 0.0000
S3 0.9947 1.0000  0.9474 0.9730 0.0000 0.0526
S4 0.9903 1.0000  0.9592 0.9792 0.0000 0.0408
Ave. S 0.9945 1.0000  0.9686 0.9840 0.0000 0.0314
Darpa  0.9899 0.9983  0.9727 0.9853 0.0009 0.0273

Experimental Setup. We use events as the detection granu-
larity and employ supervised learning methods. We split the
data into 80% for the training set and 20% for the test set,
and we train the model with 50 epochs. We test the five
datasets individually, calculating key metrics such as accuracy,
Precision, Recall, F-Score, FPR, and FNR to evaluate the
model’s performance. We compute the average performance
across the four datasets within the Atlas dataset, using this as
a basis for comparison with other methods.

Results Analysis. From the experimental metrics in the table
IV, it can be observed that MPKAN excels in detecting a
variety of APT attacks, demonstrating robust performance
across different scenarios. When applied to four real-world
attack scenarios from the ATLAS dataset, the model’s average
accuracy consistently reaches 0.9945, and its F1 score stands
at 0.9840, indicating a high balance between precision and
recall. Such results underscore the reliability of MPKAN
in identifying true threats while minimizing false positives.

Experimental Setup. We compare different methods on two
datasets with different input formats. On the ATLAS dataset,
we use several baseline methods to evaluate the performance of
the MPKAN model, including graph traversal methods which
identify connection patterns in graphs through traversal tech-
niques, non-optimized causal graph methods which construct
causal graphs to explain causal relationships between events,
oversampling-only models which address class imbalance by
increasing the number of samples in minority classes through
oversampling techniques, one-hot encoding methods which
transform features into one-hot encoded vectors, and support
vector machine (SVM), a classic machine learning algorithm
that classifies data points by finding the optimal hyperplane.
On the Darpa dataset, we compare several log detect methods.
Results Analysis. From Table V, it can be seen that MPKAN
outperforms most baseline models. Its precision value is higher
than that of Atlas, but its recall value is lower, indicating that
the MPKAN model is more conservative, leading to a slightly
lower F1 score compared to Atlas.

From Table VI, it can be seen that MPKAN performs
better than other APT detection solutions. MPKAN enhances
semantic analysis of nodes and edges, applying meta-path
random walks and an improved MPNN algorithm, significantly
improving the ability to capture complex attack patterns. This
makes MPKAN a robust and effective approach for detecting
advanced threats in modern security environments.

D. Modular Analysis

Experimental Setup. To investigate the impact of different
edge information on overall performance, we design the fol-
lowing three comparative experiments: not using edge infor-
mation, using only one type of edge information, and using the
fused edge information mentioned in this paper. Additionally,
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to validate the advantages of the MPKAN method compared to
the MPNN, we conduct tests across these three types of edge
information. Since the edge information in the Darpa dataset is
more extensive, we perform experiments on the Darpa dataset.
We use accuracy and F1 scores as comprehensive evaluation
metrics, as shown in Fig. 4 and Fig. 5, respectively.

Accuracy of Two Methods F1 score of Two Methods

0.9983 0.9971 10

0.9853 0.9804

10 mmm KAN - KAN

Mp 0.9173 0.9147
0.8523 0.8548

Noedge feature  Only first edge feature

Categories

All edge feature

No edge feature

Only first edge feature
Categories

All edge feature

Fig. 4: Acc of Diff Edge Info Fig. 5: F1 of Diff Edge Info

Results Analysis. It can be observed that without edge infor-
mation, neither method can learn edge features, so only node
features are used. Therefore, when edge information is absent,
both methods have equal accuracy and F1 scores. When using
only one type of edge, because only the relationship of the
edge is retained and most of the interaction information be-
tween entities is removed, the accuracy and F1 scores of both
methods are similar, and they cannot effectively distinguish
between events. However, when using the fused semantics of
multiple edges as proposed in this paper, MPKAN achieves
higher accuracy and F1 scores compared to the traditional
MPNN. This is because MPKAN can flexibly learn both
node and edge features, allowing it to effectively distinguish
between benign and malicious events based on the learned
model.

V. CONCLUSION

In this paper, MPKAN addresses the problem of semantic
loss in traditional provenance graphs used for audit log analy-
sis by introducing a method designed to enhance the detection
of APT attacks. MPKAN enhances these graphs by focusing
on sequences of operations between entities and strengthens
both node and edge features. The main contributions of this
approach include utilizing meta-path random walks to deepen
semantic connections among nodes, preserving multiple op-
erational events to enrich edge attributes, and integrating the
Knowledge Association Network with the MPNN algorithm to
improve node embeddings. This enhances the model’s ability
to detect complex patterns. Evaluation on the ATLAS and
Darpa datasets demonstrates MPKAN’s effectiveness, achiev-
ing an average accuracy of 0.9899 and an F1 score of 0.9853,
confirming its robustness in complex attack scenarios.
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